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Security-Concerning Quantum Algorithms
. Shor’s Algorithm:

. factorizes large numbers m = Prime 1 x Prime 2

- with quantum compute, Shor’s algorithm threatens the
security of classical Public Key Infrastructure (PKIl) including:

- Diffie-Hellman (DH)
- Elliptic Curve Cryptography (ECC), and
. Elliptic Curve Diffie Hellman (ECDH)
. The key exchange is at greatest risk
- Grover’s Algorithm [ I I I I IoI I ][ ]
. searches an unstructured database (or an unordered list) “5"5—"3"35"1" 5 & 37 N
for a specific result

. With quantum compute, Grover's algorithm will threaten the
security of AES

- Immediate recommendation is to increase key sizes



Y2Q, CRQC and SNDL

. Years to Quantum (Y2Q) refers to the unknown
number of years before there is are
Cryptographically Relevant Quantum Computers
(CRQC)

. A CRQC can compute prime factorizations and
discrete logarithms in polynomial time by Shor’s
algorithm, thereby rendering public key algorithms

all but obsolete [ =,

. However, an adversary can capture network traffic (A ol
today in the hopes of decrypting it /ater with a | -
CRQC:; this is a Store Now, Decrypt Later (SNDL) == NO SECRET IS SAFE

type of attack, and means that sensitive data is
vulnerable right now to future quantum threats
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Grover’s Algorithm: Classic vs. Quantum

(el [0

Classic " " .
Search f( red ball ) “Position 57 Worst Case: N searches
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Quantum  f( P?S 2?77) “False”
Search : Worst Case: /N searches
" j " 1 n
f("Pos 577) True
‘ « Grover's algorithm uses amplitude amplification to return the correct result with high probability
« As such, with quantum parallelism and interference management, Grover’s algorithm becomes
quadratically faster than a classical algorithm



Grover Quantum Circuit [ 111213141?161?,]'";]
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hitps:/ waww. techscience.com/fjac/vand 46224/ pdf



How many Qubits are required to Break RSA and AES?
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. EXperts estimate that:
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How Many Physical Qubits are Required to
Produce a Logically-Corrected Qubit?

- Qubits are notoriously fragile and
extremely sensitive to the environment
and can easily lose coherence (state)

- The logical state of a qubit can be spread
over many physical qubits to achieve
Quantum Error Correction

- In March 2023, Google realized a
logically-corrected qubit with just 49
physical qubits

- In December 2023, Harvard scientists
achieved the same with just 48 qubits

hitps://blog.googlefinside -qgoogle/message -ceofour-progress-toward-quantum-error-correction/
hitps./ithequantumrecord. com/quantum-computing/breakthrough-in-quantum-esror-correction/



So, really...

How many Qubits are required to Break RSA and AES?

. Let’s assume 50 physical qubits for one
logically-corrected qubit

.- EXperts estimate that:
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- But remember:
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- Quantum computers are jincreasing in size, while
. Quantum Error Correction circuits are decreasing in size
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How Far Off Is That?

Development Roadmap THH Quantus
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How Many Y2Q7

. Cloud Security Alliance: 7 wrenmerarion o
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WITHIN THIS MANY YEARS FROM NOW

https: {/cloudsecurityaliiance.org/press-releases/2022/03/09/cloud-security -alliance -sets-countdown-clock-to-guantum/
https: //globalriskinstitute.org/publication/2023-quantum-threat-timeline-report/
https: {/www.whitehouse.gov/briefing -room/statements-releases/2022/05/04 /fact-sheeat-president -biden-announces-two-presidential -directives-advancing -quantum-technologies/



Quantum Key Distribution (QKD)

public encrypted Connection = Post Key processing, data exchange

Bob

Photon detector — Photon detector

b

protoco!

Quantym Channel (Fiber) with Quant§in Key Exchange

(QKD has already been achie over distances of 1000 km)

QKE protocols like BE84 & E91
measure received quantum states

A\

QKD requires a direct connection because
current optical switches would destroy the quantum effect.
Hence, we need to a Quantum Internet

: _J" As soon as eavesdropping takes place the

= quantum channel will change leaving

. evidence of tampering
hitps:/fphys.orgl news/ 202 3-06-sclentists- km-gquantum -key. htmil




Colocated

Secure Key Import Protocol (SKIP)

| (Fiber) with Quantum Key Exchange p
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External Key Server/Source External Key Server/Source

KeylD (RFC8784) Signalling Protocol

IKE/IPsec, TLS/DTLS, MACsec
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